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As the impacts of malicious insertions in hardware (i.e., hardware Trojans) attract more and more attentions from government and industry, methodologies and tools are needed to detect such insertions at various steps in the IC design flow.
This presentation introduces a developing technology, named Structural Checking, which screens RT-level digital hardware
designs for suspicious logic. Structural Checking is based on signal assets, which indicate the contribution of a signal to the
system. By assigning and filtering assets throughout the design, Structural Checking tool is able to analyze the circuit for
identifying abnormal asset patterns on signal paths, and alerts user for further inspection. While avoiding complex functionality analysis and focusing on circuit structure, Structural Checking allows for hardware Trojan detection in earlier
phase of IC design, which may also work with other malicious insertion detection methods at various levels of abstraction.
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