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As Cyber-Physical Systems (CPS) continue to integrate into our physical world, ensuring their safety and security become crucial goals.
Due to their real-time, energy and safety constraints, coupled by their reliance on communication mediums that are subject to interference and cyber attacks, the projected complexities in CPS will far exceed those of traditional computing systems. Such increase in
complexity widens the malicious opportunities for adversaries and with many components interacting together, distinguishing between normal and abnormal behaviors becomes quite challenging. In this talk, I will present a unifying approach for identifying attacks
that target CPS. The attack policies are obtained as solutions to various Markov Decision Process (MDP) problems, in which a decision
to interfere with a signal is based on the current state of the system as well as on the cost of the attack. Through applying approximate
policy iteration methods, efficient attack policies that only interfere with a selective set of signals between the CPS components are
exposed. These policies maximize damage while minimizing exposure and detection. This talk will focus on two instantiations: (1) pheromone-based coordination methods that are used in reconnaissance, surveillance, and search missions in multi-agent systems and (2)
traffic optimization methods employed in intelligent transportation systems.
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