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Embedded sensors, computation, and communication have enabled the development of sophisticated sensing devices for a wide
range of cyber-physical applications that include safety monitoring, health-care, surveillance, traffic monitoring, and power systems.
However, the deployment of such devices has been slowed by concerns regarding their vulnerability to both stochastic failures and
cyber-attacks. Nowadays the efficiency will be defined by our potentials to adapt (complete autonomy) in decentralized, unknown and
complex environments to enable capabilities beyond human limits. In the first part of the talk, | will address the problem of estimating
the true status of an event based on a multitude of sensors that may have been tempered by an opponent, i.e. the estimation of a
binary random variable based on noisy and attacked measurements. The estimation problem is formulated as a zerosum partial infor-
mation game in which a detector attempts to minimize the probability of an estimation error and an attacker attempts to maximize
this probability. A significant novelty of our approach with respect to classic problems of Byzantine faults is that we do not assume
perfect sensors, i.e., even the sensors that have not been manipulated can produce incorrect results, which is common in the cyber-
security domain. In the second part of the talk, | will use techniques from approximate dynamic programming to design a new family
of model-free plug-nplay optimization algorithms for renewable energy systems (e.g. voltage source inverters). These algorithms will
converge online, in real time to game theoretic solutions even when attacked by persistent adversaries. The proposed approaches
combine optimization, neuro-inspired adaptive control, game theory, reinforcement learning, and serve as a tool for approaching diffi-
cult game theoretic problems that without bio-inspired approaches are hard to solve.
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