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Social media provide opportuni es for policy makers and security professionals to gauge pubic opinion and to track security breaches. However, the rapidly growing volumes and variety of expressions on social media have challenged tradi onal
policy analysis, cyber security tracking, and public sen ment assessment. In this presenta on, we review previous research in cyber security and describe a research framework for social-media-based cyber security informa cs. We present
three cases of using the framework in the context of transna onal U.S. border security. First, we describe an intelligent
system called "iMood" that analyzes sen ment and network rela onships of over 300,000 Twi er users who posted
909,035 tweets about U.S. border security. Second, we present a social network approach to studying the propaga on of
over 180,000 tweets to iden fy influen al leaders and ac vists in U.S. border security. Third, we examine emo on extracon and entrainment of 105,304 users who posted 189,012 tweets to compare two methods of iden fying influen al
leaders. In each case study, we discuss collabora on opportuni es, possible educa onal developments, and research direc ons. The research provides strong implica on for policy and technology developments on cyber security, oﬀers insights on human behavior in large-scale social media networks, and contributes to design-science research and prac ce
for the informa on systems communi es.
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