
With the growing popularity of social media, social spamming has become rampant on all plaƞorms. Many 
(fake) accounts, known as social spammers, are employed to overwhelm legiƟmate users with unwanted infor-
maƟon. Social spammers are unique due to their coordinated efforts to launch aƩacks such as distribuƟng ads 
to generate sales, disseminaƟng pornography and viruses, execuƟng phishing aƩacks, or simply sabotaging a 
system's reputaƟon. In this talk, I will introduce a novel and systemaƟc analysis of social spammers from a data 
mining perspecƟve to tackle the challenges raised by social media data for spammer detecƟon. Specifically, I will 
formally define the problem of social spammer detecƟon and discuss the unique properƟes of social media data 
that make this problem challenging. By analyzing the two most important types of informaƟon, network and 
content informaƟon, I will introduce a unified framework by collecƟvely using heterogeneous informaƟon in so-
cial media. To tackle the labeling boƩleneck in social media, I will show how we can take advantage of the ex-
isƟng informaƟon about spam in email, SMS, and on the web for spammer detecƟon in microblogging. I will also 
present a soluƟon for efficient online processing to handle fast-evolving social spammers. 
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