
Power grid resilience and cyber-physical security are critical for national security and people’s everyday life. In 
this talk, I will discuss several topics on enhancing the resilience and cyber-physical security of the power sys-
tem. For resilience, the interactions between component failures are estimated to reveal the general outage 
propagation patterns, which can help identify key components and improve the simulation efficiency of cascad-
ing failures. The multi-type branching process is then applied to analyze the interdependencies between differ-
ent types of outages or different infrastructure systems. I will also discuss an integrated resilience response 
framework that can enhance power grid resilience by providing effective and efficient responses in both pre-
ventive and emergency states. For cyber-physical security, robust dynamic state estimation algorithms and risk 
mitigation strategies will be presented to address cyber attacks against synchrophasor measurements. Besides, 
the increased penetration of distributed energy resources (DER) will significantly increase the number of devic-
es that are owned and controlled by consumers and third parties. These devices have a significant dependency 
on digital communication and control, which presents a growing risk from cyber attacks. I will discuss an attack-
resilient framework that aims at protecting the integrated DER and the critical power grid infrastructure from 
malicious cyber attacks, helping ensure the secure integration of DER without harming the grid reliability and 
stability. 
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