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Virus Spread on Networks:  
Modeling, Analysis, and Control 

The study of epidemic processes has been a topic of interest for many years over a wide range of areas, including 
computer science, mathematical systems, biology, physics, social sciences, and economics.  More recently, there has been a 
resurgence of interest in the study of epidemic processes focused on the spread of viruses over networks, motivated not 
only by security threats posed by computer viruses, but also recent devastating outbreaks of infectious diseases and the 
rapid spread of opinions over social networks.  Up to this point these network-dependent spread models have not been 
validated by real data, and most of the models considered in these recent studies have been focused on network models 
with static network structures, however almost all systems being considered have inherently dynamic structures.  

  
In this talk, we will discuss the modeling of epidemic processes over topologically varying networks, and present a 

result for the eradication of viruses.  Specifically, we will derive conditions that guarantee convergence to the disease-free 
equilibrium under varying assumptions on the networks and disease process parameters, and present a convex formulation 
of a virus eradication control technique. We analyze a mathematical model for network-dependent spread and use that 
analysis to identify the healing and infection parameters of the model. We apply these ideas, employing John Snow's semi-
nal work on cholera epidemics in London in the 1850's, to validate the susceptible-infected-susceptible (SIS) model. The val-
idation results are surprisingly good, capturing the behavior of the cholera epidemic from John Snow's 1854 dataset quite 
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