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The increased integration and reliance on remote and embedded electronics as the basis of personal, commercial and industrial systems in internet of
things (loT) is driving the need for upgraded security and trust in these cyber physical systems. Many of the emerging applications, such as smart
voting machines, smart home, advanced diver assistance systems (ADAS), autonomous vehicles, etc. incorporate resource-constrained devices,
which create new vulnerabilities and increase the opportunity for malicious adversaries to steal private information, subvert systems, destroy property,
and in extreme cases cause the loss of human life. With the proliferation of new information-sharing and control systems, it is crucial that a higher
level of security be integrated into the hardware. It is imperative that these devices embed a hardware root of trust for improved security on which
secure systems can be built. In the context of hardware systems, authentication refers to the process of confirming the identity and authenticity of
chip, board and system components such as RFID tags, smart cards and remote sensors. A physical unclonable function (PUF) is an emerging hard-
ware security primitive, capable of providing bitstrings and secret keys for authentication and encryption in these types of systems.

The colloquium presents an overview of loT device vulnerabilities and the challenges associated with authenticating components in supply chain, as
well as the benefits physical unclonable functions (PUFs) provide in dealing with these types of security risks. There is a growing commercial interest
in using PUF to improve the security and trust in hardware based systems, including desktops and loTs. PUF capabilities extend the security features
of TPM by providing key management, pre-boot authentication and secure storage encryption. In particular, recent results of a hardware based au-
thentication platform, which is based on a strong hardware embedded delay PUF (HELP) capable of generating a large number of secret keys and
bitstring for encryption and authentication resource constrained applications, are presented. An important focus of the work is in evaluating the crypto-
graphic strengths, properties of the bitstrings and keys produced by the HELP PUF. The role of HELP PUF in important emerging security functions
including IC metering, temper detection and supply chain authentication will be discussed.
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