Towards Attack-Resilient Wireless Cyber-Physical Systems:
Some Challenges and Possible Solutions

Wireless cyber-physical systems (CPS) are gaining importance with the increasing number of applications, such as connected/autonomous vehicles, industrial Internet, and smart grid. The growing demands on wireless CPS raise great concerns
about the security issues. The history of security has taught us that a perfectly secure system never exists. Therefore, recent research about wireless CPS security takes a paradigm shift from conventional perfect security designs to attackresilient security designs.
In this talk, we will present several attack-resilient security schemes in wireless CPS, including multi-modal continuous authentication, combined intrusion detection and authentication, bio-inspired mechanisms, and blockchain-based security
schemes. Instead of using the deterministic models, which are popular in conventional perfect security design, we use stochastic models in the proposed attack-resilient security schemes. In addition, using recent advances in powerful stochastic
algorithms, such as partially observable Markov decision process (POMDP), deep reinforcement learning, and blockchainbased consensus, we can derive context-aware security policies considering both security requirements and resource constraints in wireless CPS.
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