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Abstract—Cyber-physical sytems (CPS) has seen an expanding
implementation in our society facilitating various services from
smart grids to smart vehicle network. While traditional criteria
in industrial networks and controlling systems are still valid for
the emerging CPS, new challenges need to be addressed for the
development of future CPS including security, correctness, and
resource constraints. These challenges are further elaborated in
a case study of modern power grids to demonstrate the impact
of such problems and possible solutions.

I. INTRODUCTION

Research relating to cyber-physical systems (CPS) has re-
cently drawn the attention of those in academia, industry,
and the government because of the wide impact CPS has
on society, the economy, and the environment [1]. Though
still lacking a formal definition, cyber-physical systems are
largely referred to as the next generation of systems that
integrate communication, computation, and control in order to
achieve stability, high performance, robustness, and efficiency
as it relates to physical systems [2]. More concisely, CPS
is also defined as an emerging class of systems that closely
couple components of both the physical and cyber world
[3]. These systems generally involve the interaction of many
interconnected smart devices that may provide sensor data
and/or affect the physical system through actuators.

While ongoing research still focuses on traditional criteria,
combining a large amount of embedded (often smart) devices
with network connections has already resulted in new chal-
lenges to CPS development. Among all of these challenges,
security concerns are a leading example which has been largely
ignored in CPS construction [1]. Cyber-physical systems are
in the process of being widely integrated into various critical
infrastructures, however given the lack of countermeasures,
security breaches could have catastrophic consequences. For
example, if communication channels within a power grid are
compromised, the whole power grid may become unstable,
possibly causing a large-scale cascaded blackout. The emer-
gence of smart grids may further complicate the problem if
security is not considered during the smart grid construction
process [4]. In fact, the first cyber attack on a national-level
power grid has been reported recently [5].

Correctness is another challenge when the CPS systems
evolve from large-scale to exascale. The interconnections
among all underlying devices and the interconnections be-
tween end nodes and the central controller (or the cloud)
make it challenging to ensure the correctness of the whole

Fig. 1. An overview of the technologies involved in cyber-physical systems

system. New requests rise on how to balance performance
overhead and the deployment of correctness checking nodes.
The exascale deployment of CPS also raises the problem
of total cost. Therefore, end nodes are often equipped with
limited resources to save cost. As a result, research has been
done in two directions: 1) improve the device calculation effi-
ciency through hardware-software co-optimization; 2) reduce
the workload from individual nodes and put the calculation
on server side. Figure I shows the overview of technologies
involved in cyber-physical systems.

The rest of the paper will discuss these emerging challenges
as follows: Section II discusses the security challenges in mod-
ern CPS. Section III introduces the problem of correctness in
exascale CPS deployment and possible solutions. The problem
of resource constraints is briefly introduced in Section IV. A
case study on power grid security and resilience is elaborated
in Section V. Finally, conclusions are drawn in Section VI.

II. SECURITY

Security has grown to become a major concern in most
computing applications. However, it takes a more urgent
tone in the field of CPS, where a lack of security has
real consequences on the physical security of the system.
Security in CPS is complicated by the fact that many CPS
devices have lower performance than conventional computing
devices, leaving a smaller performance margin within which
security and cryptography can be implemented. Security of
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embedded devices has been examined in every section of the
software/hardware stack, from the analysis of network traffic
and run time of tasks on CPS devices down to the development
of microcontroller extensions to heighten security.

Work on securing the software in CPS can be divided
into three main categories, ways to ensure proper program
functioning, the development of new secure operating systems
running within the performance bounds of CPS devices, and
ensuring data integrity. Each of these approaches act mostly
orthogonally with the others, allowing a combination of these
ideas to be used together to provide the greatest amount of
security.

The first category attempts to find ways to validate proper
code behavior, most commonly by measuring some metric of
the code before it is exploited or modified by the attacker, and
detecting an attack by noticing a change in that metric after it
is modified by the attacker. Robert Mitchell and Ing-Ray Chen
provide an overview of this field, noting that there are many
parallels with information and communication technologies
that may be useful for further development of this field [6]. For
one example, Zimmer et al examine the use of fine and coarse
grained execution timings to detect any malicious changes in
program software [7].

CPS devices traditionally run either bare metal or on top of
a real-time operating system, because the hardware platforms
they run on were designed to perform just well enough to
provide enough performance to work at the lowest possible
price, and consequently a high performance and low overhead
operating system was needed. Now that security in CPS is
beginning to be examined seriously, new hardened operating
systems are beginning to be designed with the low overhead
needs of CPS in mind. TyTAN is one example of this new
generation of operating systems, being hard real-time while
providing security features such as isolated memory and secure
tasks while having only 15% overhead over traditional real-
time operating systems [8]. Qduino is another example, where
the Arduino runtime and API are adapted to work efficiently
in multicore environments [9].

Data integrity is resolved through similar cryptographic
methods as in traditional hardware, but the limitations of CPS
device performance requires more thought into the tradeoffs
between computation cost and cryptographic strength. For
instance, Xu et al have collaborated to develop a certificateless
signing scheme that outperformed prior attempts at certificate-
less signing, and consequently made it practical to use on
CPS devices [10]. Newer, more lightweight ciphers are also
being developed, where the goal is to reduce the complexity
of the software or hardware needed to implement it without
overly compromising cryptographic security. PRESENT is one
example of one such cipher suite, and its performance on
reconfigurable hardware has been examined [11].

Hardware modifications are a somewhat rarer approach, as
hardware modification inevitably entails cost, which is counter
to their use in industry, especially in a field such as CPS where
low costs are one of the major factors to its success. However,
papers have been developed around the premise of using an

FPGA in the device, which would reduce the modification
cost substantially, or around instruction set modification to im-
prove device security in general. Peterson and Farag produced
an FPGA security scheme that monitored untrusted FPGA
modules to stop them if they violated any features of their
interface contracts with other components [12]. Chilivuri et al
produced a similar scheme, called TAIGA, that works on a
higher level by monitoring the network I/O and ensuring the
physical plant was behaving correctly, while also providing
the criteria for producing a trustable hardware module [13].
SMART is another hardware modification, providing a method
for verifying the correct execution of code on a microcontroller
[14].

III. CORRECTNESS

The correctness of CPS has been the traditional focal point
of CPS research. As these systems become larger and are
allowed more automation with less human oversight, the need
to ensure proper functioning under all conditions becomes ever
more paramount. The main focus appears to be on the ideas
of contract programming and the generation of code from
formally verified models, or the use of formal verification on
existing code.

Contract based design, where the system is designed with
an emphasis on ensuring contracts at the interfaces between
devices, appears to be a major topic of research in the field
of CPS design, led primarily by the CPS group in Berkeley.
They have examined the efficacy of such an approach in
safety-crucial portions of CPS design, and have also developed
proof systems to verify that the contracts are providing the
expected safety guarantees [15] [16]. Nuzzo and Sangiovanni-
Vincentelli provide an excellent overview of the use of formal
contracts in CPS design, focusing on the most commonly used
formally verifiable form known as assume-guarantee contracts
[17]. One recent practical application of contracts in design is
SafetyADD, which was developed in 2014. SafetyADD allows
contracts and guarantees to be automatically checked during
the design of system and acts as an extension of Eclipse [18].

Berkeley has also developed a modelling framework called
Ptolemy II, which is meant to model concurrent systems in
general, and there has success in using this model to work on
CPS systems [19] [20]. The model supports a wide variety of
programming paradigms, allowing it to be used effectively in
the multidomain systems prevalent in CPS design.

Generating code from models has also become a big area
of research to ensure the safety of CPS devices. The use of
models often allows failures that would be revealed far later
during integration to be found much earlier through simulation
[21]. Models are commonly used to simulate different parts
of complicated designs to verify the integration of the whole
design, and consequently being able to use the model itself to
generate the logic would improve the overall reliability of the
code. One example is of Farag’s use of CoRaL, a cognitive
radio policy language, to generate HDL code that would create
a module that followed those policies [22]. Ptolemy II has been
translated into multicore Java code by Telez and Pla [23]. A



less extreme approach that is also gaining traction is the use
of models to generate test cases with which to test code.

Formal verification appears to be a widespread approach
towards verifying the design of highly critical components.
There are many papers published showing the verification
of components as diverse as automobile gearbox shifters,
microcontrollers, and train controls [24] [25] [26]. This field
tries to prove either that the component is working correctly,
or that it will work fast enough to meet its execution time
requirements. Kumar et al has contributed to the latter, pro-
viding a methodology that allows for more accurate timing
proofs [27].

IV. PHYSICAL CONSTRAINTS

Being embedded devices, CPS devices are often constrained
in time, energy, and performance due to their use of low cost
computing units in environments where quick response is vital
and where power often comes from a small battery. Thus, CPS
design shares the same challenges as embedded system design,
i.e. determining the appropriate trade offs between these three
quantities. However, this is not as large a field of research
as the others discussed, because many of these challenges are
already being worked on in embedded systems research and
industry, and the problem of performance itself will somewhat
rectify itself with time due at least in part to Moore’s law. Most
research fits into the above categories, where the challenge is
in fitting the software to the available hardware rather than
attempting to improve the hardware itself.

One of the most defining features of CPS is their need
for real-time systems. Not all CPS require hard real-time to
function, but many do due to how they form part of a feedback
loop that requires reliable sensing or actuation to function in
a reliably stable manner. Consequently, the development of
low overhead real-time operating systems capable of running
on the small memory spaces and slow processors commonly
used in CPS devices is an important point of research. TyTAN
is a good example of research in this direction [8].

V. CYBER-PHYSICAL SECURITY AND RESILIENCE OF
POWER GRID

As a critical infrastructure, the electric power grid is re-
quired for almost all business and consumer activities. The
electric power critical infrastructure supports all 17 other
critical infrastructures and is required for almost all business
and consumer activities. The emerging smart grid concept
introduces more cyber components into the existing power grid
for billing, monitoring, and control [28]. Smart grids lever-
age advanced information and communication technologies
to improve the reliability and efficiency of power systems.
This increased cyber dependency brings higher risks from
cyber-attacks which could have catastrophic consequences,
thus making it of vital importance to secure the grid. This
challenge is interdisciplinary in nature, requiring knowledge of
electrical engineering as well as computer science, computer
networking, and cyber security [29].

With the development of communication technologies and
advanced information in power systems, cyber parts and
physical power systems construct a complicated cyber-physical
power system that can ensure higher reliable power supplies
to customers. However, some devices may be out of service
due to malicious cyber-attacks. Cyber-attacks have increased
dramatically over the last decade, exposing sensitive informa-
tion, disrupting critical operations, and imposing high costs
on economy. Under cyber-attacks, emergency controls, e.g.,
load shedding and system separation, should be performed
to guarantee the steady-state and transient stability [30] [31].
After cyber-attack, if the emergency control cannot maintain
power system integrity or several electrical islands are formed,
restoration strategy will assist system operators to return the
system to normal operating conditions [32] [33].

In the smart grid, there are emerging challenges, as well as
new definitions of cyber-physical vulnerability, security, and
resilience.

Vulnerability: Physical vulnerabilities focus on the disrup-
tion of transmission and distribution lines, transformers, and
other equipment. And power grid components’ communication
abilities and information technologies result in more cyber
vulnerabilities. Cyber-attacks can be classified into reconnais-
sance, denial of service, command injection, and measurement
injection [34] [35]. The link between physical and cyber
components in power grid, e.g., supervisory control and data
acquisition (SCADA) systems, intelligent electronic devices
(IEDs), advanced metering infrastructure (AMI), distributed
energy resource (DER) control systems, bring more cyber-
physical vulnerabilities from cyber-attacks to cause physical
damage to power grid components.

Security: Power grid security is defined as the risk of the
ability to survive disturbances without interruption of customer
service [36]. The cyber-security of SCADA and AMI has
been investigated by many power researchers [37] [38] [39].
However, more research is desired in the intelligent detection
of cyber-physical disturbance and the impact analysis of IEDs
and DER on cyber-physical security [35].

Resilience: Power system resilience focuses on the ability to
anticipate, absorb, and rapidly recover from a disturbance or
extreme event (natural disaster, cyber-attack, etc.). To compare
with another important power system index – reliability, the
cyber-physical resilience looks at the high-impact and low-
probability event, evaluates power system states and transition
times between states, and also concerns with customer inter-
ruption time and the infrastructure recovery time [30]. Cyber-
physical resilience assessment is based on risk assessment,
but takes it one step further by quickly reacting to damage
and attacks with the goal of maintaining system functionality
[35].

To enhance the cyber-physical security and resilience of
power grid, a strategic defense and recovery systems using
smart grid technology would be of great interest to power
grids and other critical infrastructures. This system should
provide the following functions: 1) Prevention: identifying
vulnerable cyber components is the key to preventing potential



cyber-attacks. The vulnerability of major cyber components
in smart grids can be assessed, and the resulting impact will
be quantified by a vulnerability index composed of system
voltage and frequency stability, as well as islanding and
recovery time. 2) Detection: the intrusion detection algorithm
exploiting the phasor measurement units (PMUs) data can
be designed to monitor malicious activities. 3) Mitigation:
different control actions could be considered to protect the
system, including, generation rescheduling, system topology
reconfiguration, isolation, and controlled system separation. 4)
Restoration: An adaptive restoration tool can be developed to
guide system operators to restore attack-affected area back to
the normal condition reliably and efficiently.

VI. CONCLUSION

In this paper, we discussed three emerging challenges of the
modern cyber-physical systems. A case study on power grids
is also discussed to introduce the impact of these problems and
the possible solutions. The paper will serve as a starting point
for CPS researchers to better understand the new challenges
and to develop more efficient CPS balancing performance,
correctness and security.
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